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ABSTRACT

Companies that apply technology to monitor mobile units face several challenges such as obtaining the
best precision in geolocation coordinates, having good communication quality and security in data
transmission, detecting route deviations, avoiding delays in their journeys, among others. This article
proposes a real-time transport fleet monitoring system that uses the Internet of Things (1oT) to contribute
to some of these challenges and improve the overall user experience of the collected data. A model is
presented that includes a proposal to reinforce security in data transit with MQTT using Transport Layer
Security (TLS) and a study carried out with the purpose of detecting which GPS coordinate acquisition
device is more precise. 368 tests were carried out in five different coordinates with SIM800, ESP32,
SIM7000G considering altitude, latitude, longitude, speed, number of satellites and sending time. The
device that provided the best results in coordinate accuracy was the SIM7000G, even meeting the
requirements for battery life and storage capacity due to the demand required to execute TLS security
certificates.

Keywords: Internet of Things, Security, GPS, Tracking, TLS, MQTT, SIM7000G.

1. Introduction

The emergence of the Internet of Things (1oT) has presented promising solutions when
used in monitoring or tracking tasks using the Global Positioning System (GPS). Its application
is very broad and ranges from monitoring people for health purposes (Mahapatra et al., 2022;
Rejeb et al., 2021), to tracking pets (Harper et al., 2023), to having systems that monitor fishing
shipments (Tassetti et al., 2023), food traceability (Garaus & Treiblmaier, 2021), agriculture
(Friha et al., 2021) among others. The monitoring and tracking of automotive units using GPS
has been a rapidly growing field since the end of the 20th century, driven by the need to
improve the efficiency, safety and control of vehicle fleets. This system allows the geographic
location of vehicles to be tracked in real time using satellites, which has transformed
transportation management at both a commercial and personal level.

Tracking transport units has become a critical need for many companies, especially those
that depend on efficient and safe logistics. However, the lack of an adequate monitoring system
can generate problems that affect both the operation and costs and safety of a company.

Companies that do not track their vehicles effectively often face problems of inefficiency
in route management, increased travel times, higher fuel consumption, among others. These
efficiency problems not only impact the quality of service, but also significantly increase
operating costs.

The need to track transport units responds to a series of problems that directly affect
efficiency, safety, operating costs, personnel control, customer satisfaction, and legal
compliance. Therefore, the implementation of GPS tracking technology is presented as a key
solution to address these challenges and improve the overall management of transport fleets
(Monsreal & Carmona, 2021).

Regarding technological integration, many companies struggle to transition from
prototype Al solutions to fully operational systems, in some cases requiring compliance with
certain transport documentation (Jachimowski et al., 2022). These situations hinder the ability to
track transport units effectively, the lack of machine learning and knowledge engineering skills
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within small and medium-sized businesses further complicates the integration of Al-based
components into transport logistics (Jungling et al., 2022).

Regarding forecasting issues, the dynamic nature of transport markets, especially in
politically unstable regions, creates unpredictable demand patterns, making it difficult for
companies to keep accurate track of transport units, due to this, companies must adapt their
logistics strategies to cope with these fluctuations, which can strain existing tracking systems
(Siryk & Siryk, 2021).

Currently, fleet control over mobile units faces various challenges to improve, such as the
level of security of the data transported through communication control, the precision with
which the geolocation coordinates of the units are obtained, the control of routes where
communication is difficult, the implementation of artificial intelligence algorithms to control
routes in real time, among others.

This paper proposes a model for companies that need to implement an 10T solution to
monitor a fleet of trucks. It focuses mainly on suggesting the best solution regarding the device
with which the acquisition of geolocation data is carried out in order to provide the highest
precision of the coordinates. A security method was proposed to better protect the data
transported by the MQTT communication protocol. Finally, regarding the architecture to be
implemented, it was proposed to add a data integration module to the acquisition layer, which
consists of incorporating necessary information provided by the company's ERP related to the
indicators of mobile transport units, drivers and routes.

2. Literature Review

Fleet monitoring using loT with GPS is a topic of interest in the field of Internet of
Things (loT) and transportation. To date, various studies have been developed on the
monitoring and control of transport fleet.

Regarding works that challenge improving security in the implementation of 10T, in
(Achary et al., 2023), in order to increase the protection of their data, they use the Constrained
Application Protocol (CoAP) by adding elliptic curve cryptography (ECC) methods, which
showed efficiency in smaller key sizes compared to traditional cryptographic methods such as
RSA. In (Khalil et al., 2020), in order to strengthen the CoAP protocol and create another layer
of protection for information, they used TACACS+ (Terminal Access Controller Access-
Control System Plus) to perform authentication and authorization of devices in isolation,
thereby protecting the main resources they use in the implementation of 10T, they configured
the mobile phone as a client and the Raspberry as a server, demonstrating that their proposed
method is compatible with the various commonly used devices. In other studies, security is
implemented using the OSCORE (Object Security for Constrained RESTful Environments)
standard, including the studies (Gunnarsson et al., 2021; Hoglund et al., 2023).

Other works instead of using CoAP, apply the MQTT (Message Queue Telemetry
Transport) protocol because it allows the publication-subscription transmission type, in (Stoev
et al., 2020) they added a method called Payload encryption with which they protect the data on
the client side, additionally they use a class to implement the Wi-Fi protocol so that it interacts
with ESP8266 devices. For its part, in (Patel & Doshi, 2020) they present a security model to
improve the services of the MQTT protocol in I0T systems, incorporating robust encryption,
user authentication and data integrity measures to protect communication between loT devices
and intermediaries, they propose certificate-based authentication to address vulnerabilities such
as interference and unauthorized access.

Considering the type of device for acquiring the geolocation coordinates of mobile units,
in (Raikar et al., 2023) they track GPS transport units in real time using the NEO 6N sensor and
the NodeMCU card to capture the data, they used Geofencing technology that helps them
manage vehicle fleets, monitor their movements, optimize routes, track deliveries and provide
real-time updates to customers by sending a notice when a vehicle enters or leaves a certain
area.

Using a Sim908 with GSM and GPS modules in (Ozdemir & TUGRUL, 2019), they
studied ways to improve the accuracy of real-time tracking systems, considering that
environmental conditions can cause inaccuracies and delays in GPS signals. They applied
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Kalman filter and logistic regression to minimize the error margin of the GPS data by an
average of 15 meters to a considerably more accurate level. In (Tyagi & Sreenath, 2023),
examines an Internet of Things system with GSM support for regulating the speed of electric
cargo cars. Using wireless sensors, the system keeps an eye on a number of factors, such as tire
pressure, motor temperature, vehicle speed, motor speed, truck payload, battery state of charge
(SoC), battery state of health (SoH), and proximity to other vehicles.

In (Karne et al., 2022), to obtain data they use the Arduino UNO microcontroller in which
they include a programming module together with the real-time clock (RTC) module, they
developed an Android application that allows users to obtain information about mobile units
based on their origin and destination, they use the MQTT protocol that allows them a distributed
backend, with the grouping of intermediary devices the system becomes highly available, fault
tolerant and scalable. The work of Desai and Phadke (2017) uses the Arduino ATMEGA card
and a SIM808 GPS/GSM/GPRS module, their study focuses on vehicle tracking and monitoring
to evaluate the main variables such as location, vehicle speed, engine temperature and fuel
consumption. For its part, the collected data is displayed through a developed web interface and
integrated with Google Maps to provide real-time tracking of the vehicle's location.

Bahr & Awad (2019) developed a system using GPS/GPRS/GSM and SIM900 sensors,
communicated to a Raspberry Pi3, the acquired data can be sent to a mobile device application
with Android operating system. In (Idris et al., 2024), they analyze the accuracy of real-time
monitoring with the Blynk platform using information obtained from GPS modules including a
simple and compact smart vehicle monitoring anti-theft system using the TTGO T-CALL
ESP32 SIM800I. The data is analyzed regarding altitude and speed accuracy parameters.
According to their results, they report that the TTGO T-Call ESP32 SIM800I has a lower
percentage of latitude and longitude errors. In (Moumen et al., 2023) they present a real-time
GPS tracking solution for connected vehicle networks using Arduino UNO R3, SIM8001,
NEO6M GPS with V2X communication and VANET technologies.

Regarding the works that use the NEO6M GPS sensor on devices such as ESP32 or
SIM800I, only (Moumen et al., 2023) and (Ozdemir & TUGRUL, 2019) try to improve the
accuracy of the coordinates obtained by the device, obtaining better results in the second study,
where Ozdemir & TUGRUL managed to reduce the error rate by combining the Kalman filter,
logistic regression analysis and the moving average filter, achieving a decrease in the error
margin of up to 15 meters. In the present work, the challenge of obtaining more accurate
geolocation coordinates was addressed through a study where three of the most current devices
on the market were evaluated with various tests to propose the one with the best performance,
which will be explained in detail in the methodology section. Table 1 summarizes the main
contributions of studies carried out that focus mainly on data processing, communication

methods and acquisition devices.
Table 1 - Contributions of developed works.

Reference Contribution
Archary et al., 2023 Ipnrtoet%::ag;on of elliptic curve cryptography in CoAP
Khalil, 2020 They combine the CoAP protocol with TACACS+.
Stoev et al., 2020 Increase data security with Payload encryption

Minimize the margin of error of the GPS data with
Kalman and regression

Store information in the cloud and perform
complex data analysis

It incorporates mobile applications and takes the
geographical area in JSON format

In the studies where CoAP is used as a communication protocol, in (Archary et al., 2023)
the increase in data security is done by applying encryption methods and in (Khalil et al., 2020)
they do so by implementing the Terminal Access Controller Access Control System
(TACACS+) where they focus on authenticating users trying to access network devices.

In the works that use MQTT, (Stoev et al., 2020) they implement security by adding a
method called Payload encryption with which they protect the data on the client side and in
(Patel & Doshi, 2020) they do it through an algorithm that strengthens MQTT with the
integration of a Merkle tree, adding a layer of protection with the authentication and

Ozdemir & TUGRUL, 2019
Tyagi & Sreenath, 2023

Raikar et al., 2023
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authorization plugins, thus reinforcing the security protocols and increasing resilience to
potential threats. The proposal to improve security in our work consists of adding a layer for
data protection through the use of TLS certificates in the MQTT Server broker.

3. Methodology

To develop a solution with 10T technologies that allows automating the control and
monitoring of fleets, it is important to make an appropriate choice about the resources, platforms,
equipmentand devices to use. Figure 1 shows the methodology that includes the necessary stages
to obtain an adequate solution.

Choose device for
data sensing

Choose Communication
Protocol

U

Architecture of
the solution

Fig. 1. Methodology

Before proposing the loT architecture to be used, studies were carried out to choose the
best resources to use in data acquisition and the communication protocol.

Regarding the sensor, the GPS module is a remote monitoring system that focuses
primarily on environmental parameters in order to find the position of a device and receive data
from satellites to know exactly where it is located. NEO-6 GPS devices are easily connected
receivers, they have a UART, SPI, DDC (12C) and USB communication interface. They are
designed to be small in size, low in battery consumption, requiring an approximate current
intensity of 37 mA. Comparing internally two of the most affordable sensors on the market NEO-
6G with NEO-6M, although they have very similar characteristics, the 6M was chosen due to its
minimum and maximum voltage range allowed (2.7 - 3.6) unlike the NEO-6G whose range is
between 1.75 and 2 V.

3.1 Choose device for data sensing

To carry out the data acquisition, it was previously necessary to carry out a study to
choose the best alternative. Three devices that use the NEO6M sensor (ESP32, SIM800 and
SIM7000) were configured and a comparison was made to choose the one that most accurately
provided the location coordinates.

ESP32 consists of a low-consumption microcontroller that integrates a Wifi and Bluetooth
antenna that allows you to connect to different devices and networks, includes the NEO6M GPS
receiver to obtain geographical location. SIM800 is composed of a LilyGo Sim800 module that
includes cellular communication compatible with GSM and GPRS to transmit data, providing the
device with internet connectivity, the NEO-6M GPS receiver and a battery of 20000 milli amps.

c)

Fig. 2. Circuit of the three devices: a) ESP32 withcell phone b) SIM800 and c) SIM7000G.
Finaly, SIM 7000G is a device that includes cardwith Bluetooth, Wifi, telephone network,
USB type C connection, power supply for solar panel, slot for 18650 battery, SIM card slot for
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GS chip, configuring the GPS integrated into the card. Figure 2 shows the circuits created to
perform tests and verify which of them presents the best performance.

In addition to obtaining the latitude, longitude and altitude with the three devices, the
tests carried out also recorded the equivalent coordinates provided by Google Maps via mobile
device, in order to compare and know the margin of error of the data provided by the devices
with the NEO6M GPS sensor. To find the error distance, the Haversine formula was applied
using the latitude and longitude obtained with the device and the Google Maps coordinate.

To obtain the distance between two coordinates o locations it is necessary to consider the
earth's curvature. This situation is contemplated by the Haversine formula (Azdy & Darnis,
2020), whose purpose is to return the distance in meters between two positions, both specified
as decimal degrees with latitude and longitude signs. Uses great circle distance calculation for a
hypothetical sphere of radius 6,372.795 meters.

To use the Haversine formula, in addition to considering latitude and longitude, it is
necessary to consider the radius of the Earth. This value is relative to the latitude, since the
Earth is not perfectly round, the value of the equatorial radius is 6378 km while the polar radius
is 6357 km. The Haversine formula for the spherical approximation of the distance (d) between
two points on the Earth's surface is shown in Equation 1.

d = 2rarcsin (\/sin2 (%) + cos (¢1) - cos (¢2) sin® (%) ) Q)

where ¢1, ¢2, A1 and A2 refer to latitude and longitude, both expressed in radians to
pass to trigonometric functions, r corresponds to the Earth's radius (Equatorial 6378.1 km, polar
6356.8 km, middle 6371.0 km). Where @1 and ¢2 correspond respectively to latitude y longitude
obtained with Google Maps, while A1 and A2 y correspond respectively to latitude y longitude
obtained with the device and GPS sensor.

To carry out the comparison between the three devices, a total of 368 tests were taken in
different locations with a distance between them of at least one kilometer, recording data such
as latitude, longitude, precision, accuracy, number of records per unit of time and quantity. of
connected satellites. To carry out these tests, the modules were placed inside the mobile unit,
verifying thatthey received signals from the satellites constantly. Each device was configured to
report its position with a minimum of 4 satellites.

Table 1 shows the attributes of the dataset to be analyzed, which contains the class with
three categories (names of the devices), the variables of the coordinates obtained with the
devices themselves, the real coordinates provided by Google Maps, the error precision
generated by the devices with respect to Google Maps calculated with the Haversine formula
and additional attributes such as speed and number of satellites.

Because the objective is to determine which device provides the location coordinates with
greater precision, the variables considered relevant for obtaining classification rules were

Latitude_Dev, Longitude_Dev, Latitude_Maps, Longitude_Maps and Precision_error.
Table 1 - Attributes dataset.
Attribute Description
Latitude_Dev Latitude obtained by gps, a position distance
north or south of the equator measured by degrees
Longitude_Dev  Longitude obtained by gps, position distanceeast
or west of the prime meridian measured.
Altitude_Dev Altitude obtained by gps, the distance between

Speed the current position and the nearest point.
Longitude_Dev A position's distance north or south of theequator
Satellites measured by degrees.

Latitude_Maps  Longitude obtained by gps Number of satellites
Longitude_Maps being trackedLatitude obtained by google maps
Precision_error  Longitude obtained by google mapsDevice
Delay_time Class pressure error in meters
Time elapsed between sending and receiving
Classify dataset (ESP32, SIM_800, SIM_7000)

Machine Learning algorithms were applied to the integrated dataset to detect patterns that
allow identifying correlations based on class. Methods that generate classification rules were
applied to detect the characteristics of the attributes; it was possible to identify which device is
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more accurate. A CAR class association rule is a particular case of association rules (AR) that
has the characteristic that it is composed of: an antecedent, formed by a set of elements or items
and a consequent, which in the case of simple classification is a class (Ong et al., 2022). Two
important elements that regularly describe a CAR and can determine if it is interesting are:
support and trust. Support represents the frequency with which a CAR occurs in a set of
transactions and confidence represents the probability that the consequent is present given the
presence of the rule's antecedent.

Classification based in Association (CBA) is an algorithm that has two main components:
a rule generator and a classifier constructor. Therefore, can be characterized as a two-stage
algorithm since the rules and theclassifier are obtained at different times. The OneR algorithm is
one of the simplest rule inductionmethods, selects the feature that carries the most information
about the outcome of interest and creates decision rules from this feature (Frederika al., 2023).
Ripple Down Rule learner (RIDOR) is also a direct classification method. RIDOR learns rules
with exceptions by generating the default rule, using incremental reduced error pruning to find
exceptions with the smallest error rate Ripper is stands for Repeated Incremental Pruning to
Produce Error Reduction.

Table 2 - Rules Generated
Algorithm Rules

1. Prec_error='(-inf-0.028]' 0 0 ==> Device=SIM7000
CBA conf:(0.78), (73).

2. Prec_error ='(0.0465-inf)' ==> Device = esp32

conf:(0.69), (71).

3. Prec_error ='(0.0315-0.0465]' ==> Device = SIM800

conf:(0.68), (70).

Prec_error:

OneR <0.0285 -> SIM7000
<0.0385 ->SIM800
<0.0395 ->esp32

>=0.0595 ->esp32

(264/368 instances correct)

Device = SIM7000 (368.0/243.0)
RIDOR  Except (Prec_error > 0.0285) and (Prec_error > 0.0445) =>

Device =esp32 (50.0/0.0) [31.0/0.0]

Except (Prec_error > 0.0485) and (Prec_error <= 0.0595)

and (Prec_error <= 0.0545) => Device = SIM800 (3.0/0.0)
Ripper [1.0/0.0]

Prec_error <= 0.031: SIM7000 (128.0/22.0) Prec_error >

0.046 AND

Prec_error <= 0.048: esp32 (35.0/5.0) Prec_error > 0.042:

SIMB800 (47.0/21.0) Prec_error <=0.039: esp32 (63.0/31.0)
JRip : SIM800 (15.0)

(Prec_error <=0.04) and (Prec_error >=0.04) =>

Device=SIM800(15.0/0.0)

(Prec_error >=0.038) and (Prec_error <= 0.038) =>

Device=SIM800(46.0/17.0)

(Prec_error >=0.049) and (Prec_error <= 0.059) =>

Device=SIM800(24.0/7.0)

(Prec_error >=0.032) => Device=esp32 (155.0/57.0)

=> Device=SIM7000 (128.0/22.0)

The best classification rules generated are shown in Table 2, as can be seen the most
frequent and most important rules relate the variable Prec_error: < 0.0285 -> SIM7000 related
to the SIM7000 device. Most of the detected patterns place the SIM7000 device as the one with
the lowest precision error with an average range of less than .0315 kilometers (31 meters), in
second place is the SIMB00 with a margin between 0.0315 and 0.0465, and finally in last place
is the esp32 device with an average range greater than 0.0465. This pattern is met in 81% of the
instances of the analyzed dataset.

In the RIDOR method, the pattern obtained contains the SIM7000G class as an exception
indicating that the precision error has lower values than the remaining classes where the
Prec_error attribute is greater. According to the results obtained, the device that provided the best
performance was the SIM7000G card, the TinyGPS++ GPS libraries were used for data
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acquisition, and the data sending protocol chosen was MQTT.

In addition, the SIM7000G device is designed for applications that require low-latency,
low-throughput data communication in a variety of radio propagation conditions, can extend its
battery life, and as shown in Figure 3, was designed to be able to work with solar charging.

R

:
GP

S SIM7000
NEOGN

Fig. 3. SM7000G connected to solar cell

3.2 Choose communication protocol

For data transmission in 10T, the most appropriate sending and receiving protocol must be
chosen depending on the type of data being handled. MQTT works with uninterrupted
communication, as shown in Figure 4, it prevents the server from having to wait for requests
from devices, constantly request new data, establish new connections, it only asks who needs the
information and sends the messages (Mishra & Kertesz, 2020). It works through publications and
subscriptions to a topic ("pub/sub” model), through a Broker (agent that manages publications
and subscriptions). It is a lightweight protocol, ideal for IoT devices with limited resources, it is
highly efficient in bandwidth and energy consumption, making it suitable for unstable networks.

_Suscribe  PC
Publish :
Publish
> SM ol MQTT Giert
» erver
R " § Suscribe <4 —

NEOEM oy o4 Publish
ULYGO |
SIMT7000G : 1

Suscribe MQTT Client
Fig. 4. Message Queue Telemetry Transport (MQTT) protocol.

On the other hand, the HTTP (Hyper Text Transfer Protocol) protocol works as a client-
server (request-response) model, allowing interrelated communication between devices and
transferring large amounts of data in small packets, which can cause large overheads, causing loT
air communication to cause some bandwidth problems.

Tests were performed with different time intervals on the number of messages received in
both HTTP and MQTT, with different message sizes, the maximum being 56 MB. The results
confirmed that the MQTT protocol allowed receiving a larger number of messages even in

different time periods. Table 3 shows the results in summary.
Table 3 - Messages sent.
Number of messages sent

#Test HTTPS MQTT
1min 628 2171
3min 1928 5134
5min 2858 9314

The fleet monitoring process ranges from collecting data from sensors to displaying the
results ofthe indicators generated through data visualization techniques.

3.3 Architecture of the solution

The fleet monitoring process ranges from collecting data from sensors to displaying the
results of the indicators generated through data visualization techniques. Considering the results
shown in the previous sections, the SIM7000G device is suggested for the data acquisition stage
and the use of the MQTT protocol for the transmission stage. Figure 5 shows the stages of the
proposed loT Architecture to carry out the entire process.
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Fig. 5. loT Stages of the proposed IoT Architecture

A three-layer IoT architecture only includes the acquisition, networking, and application
stages, merging the data transmission and management layers into one. Due to this drawback, a
four-layer architecture was chosen since having the data transmission or network stages and the
data management stage separately makes it easier to address heterogeneity problems, and
proposes a view that makes it easier to obtain, transport, present data, and manage the system
(Burhan et al., 2018). In addition, this additional layer makes it easier to implement the
recommended security mechanisms used to protect against intruders, allowing confirmation that
the information is sent by authentic users and is protected from threats.

3.3.1 Perception Layer
This layer includes both data acquisition with the use of devices and data integration from
corporate information.

Data Acquisition

With the selected device, the tasks corresponding to the acquisition layer were carried
out, capturing the data emitted by the sensors and devices installed in the mobile units and their
surroundings, emphasizing the monitoring of the values that were delivered by the GPS, mainly
recording values of the number of satellites, latitude, longitude, altitude, among others. To
achieve efficient communication between the different devices of the GPS systems, the MQTT
broker was configured on the server, which acts as a receiver of the messages emitted by the
connection modules that are on board the units involved. The version used was 5.0.20, as a
complementary task it was also necessary to configure the EMQX broker service.

Data Integration

Unlike a typical 10T architecture, the first one, in addition to including a module to carry
out the data acquisition process, also included a section with the objective of integrating
necessary information that complements the results obtained with the sensors and devices. This
is because the enterprise resource planning (ERP) system helps to provide data on some driver
indicators such as travel times on each route, permitted routes and authorized places to refuel,
among others. This information is very useful for the IoT system to report incidents, create
triggers, issue alerts or generate alarms.

3.3.2 Data transmission

MQTT was chosen as the communication protocol, mainly due to its ability to send and
receive a larger number of messages with client devices in real time, as well as its efficiency in
the use of resources and the scalability it offers.

Its good performance was proven by sending messages of less than 256Mb to one or more
devices with lower latency. Because large messages are not required for monitoring fleets of
transport vehicles, this type of protocol works well, and this is even typical in 10T technology.

The MQTT broker allowed for handling a large number of simultaneous connections,
including communication between different devices and another network. In addition, its ability
to filter and route messages was verified, which, depending on the subscription topic,
determines which client receives it.

761



Cruz-Guerrero et al ... Vol 6(1) 2024 : 754-766

Adding security with TLS

The combination of several devices in the use of 10T for the monitoring of transport fleets
presents a series of security risks. The usual communication protocols in the Internet of Things
lack data protection mechanisms, MQTT does not offer predetermined levels of security
because it is designed to run on top of the TCP protocol. As an alternative solution, transport
layer security can guarantee the security of MQTT by incorporating the TLS protocol.

Because TLS is a cryptographic protocol that uses an authentication mechanism to create
a secure connection between the client and the server, it favors the implementation of
encryption and authentication methods. Integrity protection for messages transmitted from the
client to the server and vice versa can be achieved by using digital signatures as well as public
and private keys. Figure 6, shows the proposed connection to add security over MQTT.

MQT]' LILYGO
Server : SIM7000

Server verified
certificantes TLS I o ——

Publish ; N
; ublisher - Q ?;.:
ki -
| s Suscribe GPS NEO 6N
N
J —_— MQTT / '/
@) mosauitto Exchange informacion over TLS Clients C /

Port 8283 o=
Fig. 6. Connection scheme to add security with TLS
MQTT messages transmitted as plain text over the (wireless) network are at risk of being
read by some network traffic inspection software. To incorporate TSL, two main processes must
be performed: creating certificates and keys for brokers and devices and configuring the MQTT
server to use TSL. Figure 7 shows the suggested steps of the process to be performed to increase
security by incorporating TSL.

Generating keys for Configure Wifi
the MQTT Broker connections
Create certificate Edit Mosquito
signing requirement Settings

2 &
Upload certificates to Edit client settings to
MQTT broker use TLS and certificate
Fig. 7. Processes to add TLS to MQTT

First, in the MQTT broker, it is necessary to perform a complete configuration and
generate all the necessary keys, then the necessary requirements are established to sign its
certificates and finally all the required certificates are loaded.

Subsequently, on the client side, the necessary configurations are made so that the
publication of MQTT messages can be carried out using TLS encryption, verifying that all
clients have their corresponding certificate stored locally. Finally, the necessary configurations
are made for the correct operation of the Wifi connections.

The certificates to be used correspond to the certificate of the authority and the mqtt
server; for the mqtt-ca.crt authority certificate, the content of the open file is used as text and for
the mqtt-srv server certificate, it is used in reduced fingerprint format. To use the WifiClient and
PubsubClient components, the details of the certificates must be added. In the MQTT startup
section, the parts are added so that the certificates are taken into account when making the Wifi
connection.

The addition of TLS certificates over MQTT will require more storage and power
resources, however, as far as clients are concerned, it is important to remember that MQTT has
the advantage of being lightweight in its message transmission with minimal impact on power
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consumption. Therefore, as the SIM7000G device has the strengths of its 18650 lithium battery
life (even with the alternative of connecting to solar panels) and its memory capacity, it makes it
a good alternative to meet storage and power requirements.

3.3.3 Data management

The database receives information related to the status of the vehicle, according to the
control of the mechanism, compares the locations received by the units with the coordinates
predefined by the organization according to its route list. At this stage it was necessary to add
analysis and processing of the information collected before transferring it to the data center. To
save the information, a database was created in the SQL Server handler and the following tasks
were performed to connect to the Node-RED platform:

e Configuring SQL Server to accept remote connections.

e Adding the SQL Node in Node-RED to allow queries to be executed.

e Making the connection in the SQL node and configuring both the host and the port to
connect to SQL Server.

Verifying the correct sending of data to the SMBD, configuring the flows in Node-RED to

receive data from loT devices and then store them in SQL Server using SQL queries.

The TinyGPS++ library was used to interpret and decode the data (attitude, longitude,
speed, altitude, and exact time) received from the devices, which helped in the management of
data acquired in real time. In conclusion, the device with the SIM7000G card, the MQTT
protocol, and the TinyGPS++ GPS libraries were an efficient and effective combination to cover
the communication and geolocation needs. After establishing the connection between the
MQTT broker and the SMBD, the way in which the sensed information is stored in the database
was verified; an example of these results is shown in Figure 8.

8- S WP ANvwasey AR QR XA D] = -8 -1#
E ~F o jardinens - | b Execute Va<i=l=] Anatysis Servic Query | % -
Object Explorer -3 x| SOt Querylsal - LA-P- M‘\'KPK|P'\ (ORI LAPTOP-MIVKPKIP.i...cria - dbo.Datos.
clectTophRows command from SSHS  »7»>>~
-~
Connea~ ¥ ¥ < r;[l.:(' Top moo (Top).c
= a LAPTOP-M7VKPKIP (SQL Server A .[Payload]
Databases .[Timestans]
@ £ Syzem Databaces | FROM [GPs Daa].[dbo]. [Dates_n]
Databasce Snapshots KO % =]
© W GPs_Data S Poshs i Messoges

41 10 Datebase Diagrams

Tey Pagoad Tenveatam,
5 o Tebles s e 2

?e oy b {(lA 19.78. Lon-58.594, Vel:0 0093, A2:2323 30, Mat 1302} 20231213 03:13..

3] rstern Tebles
B W Systaon b [{Lot 19,79, Lon: 50.454, Vel:0 0089, A2:2627.90, Mt 1306)]  20231213.09:18...

@) i FleTables L]
i 8 Exteana) Tabies Test /b (Lt 1973 Lon 53534, Vil 0 0052, AL 2523 30 Mt 13031 202312130924

1
2
3
4 Test /o> [{Lat 19.78, Lon-53.387, Vel:0 0093, A2:2323 30, Mat 1302)] 2023-12-1305:13
T 10 Graph Teblez
% 5E dbo. D_Gzs_3an 5 Test /pus  [{Lat-19.77. Lon:-S8.594, Vel:0 0091, AR:231S 30, Mat-1202}] 20231213 08:27.,
5
7
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Test /oud  [{Lat 19.78. Lon:-33.456. Vel:0 0093, A:2322.30, Mat 13021 20231213 09:29
Test /oud  [{Lat 19.77. Lon -59.564. Vel:0 0098, A2 2314 30. Mat 1302)] 20231213 08: 1
Test /pu  [{La 1978 Lon-58 592, Vel:0 0083, A2:2323 30, Mat 1302]) 20231213 03:33
3 Test/oud  [(Lat 19.79. Lon:-53.594, Vel:0 0095, AR:2423.30, Mat 1302}] 20231213 03:33...
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12 Test/pub  [(Lat19.73 Lon:-33.594, Vel:0 0095, A:238830, Mat 1302)]  2023-12-1310:03.

Fig. 8. Example of records incorporated into the database

3.3.4 Applications and services

This stage allowed to provide services to the end users of the 10T system such as the
visualization module with dashboards and the system that interacts with the personnel involved.
For this purpose, a web portal was developed, using specific technologies for both the frontend
and the backend.

The development of the frontend for the web portal was programmed in Vue.js 3, a
JavaScript framework with an intuitive interface, integrating various components in a modular
way that includes advantages of reuse. It also allowed to integrate the modular and reusable
components. On the other hand, PHP was used for the Backend of the web portal, showing high
compatibility with the SQL Server manager. A module was also included that allows to show
the results of the monitoring of the transport units in real time with the location coordinates,
using a map; an example of a case is shown in Figure 9.
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Ciudad
Sahagun

Fig. 9. Route fépbrted/by'fﬁé GPS system

4. Conclusions

An 10T model was proposed for monitoring transport fleets in real time, where a strategy
was applied to increase the security of the data that travels from the client to the MQTT broker
and vice versa. To do this, the TLS cryptographic protocol was used because it works well with
MQTT and handles light certificates.

Tests were carried out to find out which of the geolocation devices on the market
provides the most accurate coordinates, using the values for altitude, latitude, longitude, speed,
number of satellites obtained in each test. The performance of the SIM800, ESP32 and
SIM7000G options was compared, where the latter provided the best results.

The results showed that the use of TLS improves the security of MQTT and prevents
MITM threats from affecting the scanning of credentials and messages exchanged between the
MQTT client and the broker. The combination of the developed device with the SIM7000G card
with the MQTT protocol and the TinyGPS++ GPS libraries proved to be an efficient solution to
cover the communication and geolocation needs. In conclusion, we can say that the use of TLS
with MQTT is recommended to support security, especially when loT devices have sufficient
hardware resources. In the tests performed, SIM7000G proved to meet the battery life and
storage capacity requirements for the execution of TLS security certificates.
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